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1 Installing Cerebro in your company

1.1 Installing the Cerebro client module i desktop version

Download the necessary distribution kit or archive from our website:
http://cerebrohg.com/en/download/
(client versions under Mac OS/Win/Linux are available, also Standalone Cargador & Sirena module kits)

Launch the setup file and follow the installation wizard instructions or unpack the archive into the suitable
directory. The login and password are usually sent out in a separate e-ma i | titled AYour Ce
detail sd. To change pas sGeebraProfila.t option iothe nmin meng.e use t h

You can view a short video about Cerebro here - Video guide

Or see the crash course PDF (1 Mb)

1.2 Installing the Cerebro client module on to file server

Before installation, please define the network path through which all the users of your company will be
able to launch Cerebro Afrom the networko. I n this
ont o each wor k ¢needttodo is custaizd shoytauts for ldunching the program.

You can place versions for various Operating Systems in different directories on the server
and create corresponding shortcuts for each of them.

1.2.1 main.conf. setup

The main.conf configuration file (in the distribution kit) contains the main settings for all Cerebro
components. It also contains the necessary specifications for database connection, proxy and basic
Cerebro/Cargador settings. Copy this configuration file along with the new binary files into the Cerebro
root directory and the Cargador server directory and fill in the necessary fields.

You can find an example of main.conf and Cargador binary files in the archive
http://cerebrohg.com/en/download/ (Standalone Cargador & Sirena)

In the companies local network you will be able to copy any versions of Cerebro (for various operating
systems) on to your network resources and launch them from your local network.

2 Installing the Cargador service

2.1 How Cargador works

When you add a new file to a message in Cerebro, a i h a gcbndpressed version) of its contents is
created.

3|Page


http://cerebrohq.com/en/download/
http://www.youtube.com/watch?v=naDlmLFbntE
http://cinesoft.ru/cerebro/cerebro_crash_course_eng.pdf
http://cerebrohq.com/en/download/

mson

T h ehashiois saved in the global database from witch it can be accessed by any client/user.

2.1.1 File download

If you know the fhashoin Cerebro you will be able to find out whether the corresponding file is available
in the Cargador service and download it, if necessary. To find a file before download, Cerebro sends
Cargador a list of websites where the necessary file can potentially be found.

Hint! You can manage this list in the Cerebro administrative settings (Tools/Administrator... i Sites tab).
Our company site (cerebrohqg.com) is included into this list by default for all new universes. It has a
Cargador service that you must have used before you installed Cerebro locally. You must register your
site before files can be downloaded from it.

Cargador searches and downloads from the most secure and fast-working sites straight into your local
network.

2.1.2 File upload

If a user is working out of the office (eg. At home) he/she needs to send the results of his/her work to
your corporate Cargador service, where they can be downloaded by other users. For e.g. this can be your
local network in the office.

When a user is working with the internal Cargador (not the corporate) service, all files that are added by
him/her are automatically queued to be sent out to an accessible corporate Cargador service.

Hint! The place to which the files for your universe will be sent out can be chosen and set up in your
administrative settings. These settings are kept separately for each project. By this you will be able to
choose the exact place where the reports of your freelance/external partners are kept.

After the file is sent by the internal Cargador service, it will become accessible to any user. And as the file
will probably be sent out inside your network you will not need to download it again.

2.1.3 Resume

The corporate Cargador service will :
1 show all clients in the network the exact server, on which the necessary files are kept
9 accept and transfer files from external clients
1 download (if necessary) files for you from their corporate Cargador services.
The corporate Cargador will NOT :
1 work as a global SQL database

1 download files from sites that are not in the list of sites available for your Universe. This also
applies to any Cargador service integrated into the Cerebro client version.
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2.2 Installing the Cargador service on to server
2.2.1 Catalogue

The Catalogue is a place where all the files that go through Cerebro are kept. When you attach a file to a
message and upon further download of the file on to your Cargador by a remote user the data is saved in
the Catalogue.

In the working process users in the local network will be turning to Cerebro files directly using the

smb(cifs), nffsor si mi |l ar protocols. That is why you wil/| ne
another. We recommend that you do this in a read only mode so that users will not be able to

accidentally change or delete files from the Catalogue.

You will need to choose a place for the Catalogue on your disk, taking into account the amount of files
that you are planning to store.

You can add or transfer files inside the catalogue manually i Cargador will track these actions (updating
may take some time).

Deleting a file from the Catalogue will cause a disruption in the work of the service. But if remote files are
not available from any other sites, users will not be able to download them anymore.

Some office files are kept by Cargador in the catalogue. They are kept in the .system folder. In general, if

the name of the directory in the catalogue starts with a full stop "." it is ignored by Cargador.

2.2.2 Configuration file

You can set the main service parameters by editing three settings in the main.conf. configuration file.
You may have had to deal with this file earlier. It contains all of the main settings of all applications of
the Cerebro package.

Even though the main.conf. file that is used for the other programs of the package can be used for the
work of Cargador it would probably be better to create an abridged version of the file. It is available in
the service -tools.zip . archive.

The file can be situated i ninthessanedol sler asl tleebinasy. Let ds s
Cargador module.

Here is a basic version of this file:

<?xml version="'1.0' encoding='"UTF - 87>
<config>
<log>
<debugLevel Value="2"/>
<path Value=" ** WHERE STORE LOG FILES *** "/>

</log>
<default>
<cargador>
<root Value="  ***|ocal path to catalog *** ">
<net_root Value=" *** network path to catalog *** ">
</cargador>
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</default>
</config>

As you can see the information is kept in XML format, and you will need to set the three following
meanings of the path.

log/path

The path where you save log files. As we can see out of past experience, logs can come in quite handy
(although you can refuse administration by deleting this key)

You can set level of specification of debugging data by changing the debugLevel parameter (0-
information is not entered at all, 10-everything is entered)

ATTENTION ! You must specify the existing or specially selected (for logs) directory on your hard disk.
Cargador has to be authorized to save f iles in this directory!

ATTENTION ! Ifyouhavee x ecut ed test | aunch of Cargador with Al
create a log-file that, probably, will not be able to re-write when launched under user with limited rights.

Cargador/root

Local path to Cargador (see higher about catalogue)

Cargador/net_root

Network path using which clients will be able to access files that are kept in the catalogue. If your clients
are using more than one platform and these paths will differ for them, please read instructions lower.

A configuration file example

If you have a Windows SERVER.

Youdve decided t o plha\data\tcdigadorccatdlog | "oYopwhave kharedethis folder
in fread onlydo mode here "\ \ SERVER\ cargador.catalog "

In main.conf (that is situated in the same folder as Cargador) you will read the following:

<cargador>
<root Value="x:\ data \ cargador.catalog " />
<net_root Value="//SERVER/cargador.catalog ">
</cargador>

This means that if there is a file situated in the catalogue here (local path)

x:\ data \ cargador.catalog \ someProject \file.foo then Cargador will resolve it to company users like
this:

/ISERVER/cargador.catalog/someProject/file.foo

It doesn& matter, whether you use right or left slash marks.
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Ofcourse, if, apart from Windows, you are using stations under Linux/Mac, they will not be able to open
files following these paths. You will need to use a directory mapping system for them.

Hint ! In | SLinux you will be able to work without a directory mapping system. You will need to create a
folder called /SERVER/cargador.catalog on stations using Cerebro. You will have to mount the network
path of the catalogue. In this case Linux will easily access the file by the following direct path
//SERVER/cargador.catalog/someProject/file.foo .

ATTENTION! Please pay special attention if you are using a file system that makes a distinction between
small and capital letters.

2.2.3 Launching and tuning the service
First launch

We strongly recommend that you test the Cargador system and make sure that it works properly before
you install it as a service/daemon.

For proper setup of the service you better launch Cargador online in the terminal. For Windows it is
cmd.exe.

In Mac and Linux we strongly recommend that you launch the terminal under the user that will, in future,
use the Cargador system for work (you can use the su command). For Windows this recommendation is

not that crucial.

After the first launch Cargador will say something like this:

.cargador .info : Running at c:/ cerebro .files , net map <// server /cargador >

. cargador . Warning :{ code:( Object not found ),' 1 JzZH O] Isdg®2 IS¢ OL Odzdz" 2
W ©2 dz:/ cerebro .files /. system /download . queue'} - load queue file failed

. cargador . Warning :{ code:( Object not found ),' 1 JEH O] Isdg®2 IsSlf¢ OL O dzdz" 2
W ©O2 dz:/ cerebro .files /. system /upload .queue'} - load queue file failed

Please pay attention to the very first line. It has to indicate the paths specified by you in the main.conf
configuration file.

You can ignore the other two warnings that appear during first launch. They simply inform you that your
work files can not be opened as the catalogue is empty.

If you need to re-launch Cargador, please use | trl+d to stop the process.

ATTENTION ! Make sure that your firewall allows connection with 45429, 45430, 45431 ports. This is
especially relevant when installing under Windows OS! You can use telnet to check the connections.

2.3 Tuning the Cerebro client

By default the Cerebro client uses the internal Cargador.
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This allows ordinary users not to study this section thoroughly. The internal Cargador starts in the
Cerebro process and carries out the same functions as the corporate Cargador, but for only one user.

The first thing we need to do is switch from the test client and use the Corporate Cargador.

ATTENTION ! As a test client, you should use a system that can open the network catalogue (net_root)
directly (without using a directory mapping system). If we return to our example you should use either
Windows or Linux that has the folder /SERVER/cargador.catalog mounted.

So, to switch Cerebro to the corporate Cargador you need o click the "Connection options" in the "Login
to Cerebro" window.

" Login to Cerebro Astro_

Login

Defanlt

Cancel

If you have already set up the "Auto login" flag and Cerebro does not show this window at startup,
choose the "Cerebro/Logoff" menu option.
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Further on the settings window will appear:

Default

Proxy

Use proxy

Database
Host cerebrohg.com Port 45432
Database name memoria
Cargador
Use internal cargador
HlZl:':'t Port 45430

Download directory  c:/cerebro.files

Cancel

Hint! You can change the size of these windows by setting the size of control panels comfortable for you.

Here you have to remove the marker opposite "Use internal Cargador". After this please type the name
or IP address of your server in the Host field.

You can change this setting in the configuration file without using the graphical interface. This can be
especially convenient, if your client is centrally based on your server.

After this please launch and enter Cerebro.
If everything is going well, you will be able to see thumbnails of various media files from your projects.

Please pay attention to the top right-hand corner of the Cerebro window. If Cargador is working normally
it should look something like this:

If instead of the white fbarreld you see a flashing red one, for some reason the client was not able to get
connected to Cargador. Please make sure that the name of the server is written correctly, firewall allows
connection to port 45430, Cargador has been launched, the ping from the client reaches the server.
Please see bugs fixing section.
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If, instead of the thumbnails, something like this appears:

Something went wrong. Please go to the bugs fixing section.

If everything looks ok, and files are being downloaded, we can continue.

2.4 Final service/ daemon installation

The Cargador service is an executive binary file. There are different ways to set up automatic launch,
when starting server on various platforms.

Hint ! You can get access to short information about launch keys by executing the Cargador binary file
with an 7 h or 1 help key.

Any process, including Cargador, is executed in an operational systemfrom a cert ain user 6s
have to choose or create this user. You should also keep to the rule according to which the process has
minimum authorization, but enough to fulfill all the necessary tasks.

ATTENTION ! You must make sure that the process has the authorization to save files in the directory
with catalogues and log-files.

2.4.1 Installation under Windows

Under Windows Cargador can be installed as a system service. For this you need to do the following:
(with administrator rights ) in Windows Vista/ 7 you wi | | need an authRumi zat
As Administratoro menu option:

cargador.win32.exe  --service_install

You can also create a user and password for an account that will be working with Cargador using --
service_as_user and service_as_passwd.

You can delete the service using: cargador.win32.exe --service_remove

ATTENTION ! You have to make sure that the process has authorized rights to save files in directory
with catalogue and log files.

2.4.2 Installation under Linux
Under Linux OS daemons are launched using rc-scripts of various kinds.

You will be able to see a similar script in the archive service -tools.zip/linux -init.d
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In this script you will have to replace the position of the binary file on your server and maybe even
change user or group. The following meanings are set in this script by default:

CARGA_SERVE=/ust/local/bin/cargador
CARGA_USER=cargador
CARGA GROUP=cargador

After editing this file should be placed in the corresponding folder (probably /etc/init.d).
After this you need to create a link in the rc.d. folder structure. The location and view of these links is

different in various Linux distribution kits. For example, in the Debian family (that includes Ubuntu) use
the update-rc.d script.

2.4.3 Installation under Mac OS

In Mac OS the flaunchdd daemon is responsible for launching services. This service scans the
[/Library/LaunchDaemons folder for *.plist. files. Then it reads them and launches the necessary
daemons.

You can find an example of this file in service -tools.zip/macos -launc hd

The file has a simple text format. You need to change the position of the Cargador daemon, and the
names of users and groups under which the service will be executed.

Please pay attention to the <key>RunAtLoad</key> <true/> parameter.

If you change it to false, you will be able to stop launch of the Cargador daemon on your file server.

2.5 External access (out of the office)
2.5.1 Connection accessibility

If you need the opportunity to download files from external sources and save incoming files on your
server, you need to set access to Cargador from the external network to TCP-port 45431.

Usually, local networks are situated inside the private range of IP addresses and contact with the external
network through a router that has NAT.

With such a network structure, you will have to set up port forwarding on your router from external port
45431, on to a server that is in your network.

This function is called VirtualServer on hardware-based routers.

If you use linux-box as a router, you can try using the following commands:

iptables - APREROUTING-1t45431 -- dport 45431 -] DNAT -- to - destination
<SERVER IP>:1234
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or

redir  -- Iport=45431 -- cport=45431  -- caddr=<SERVER IP> &

Ofcourse, these commands have to be added in to the rc scripts.

ATTENTION ! Make sure that firewall is not blocking external connection of Cargador that can be on your
server and on transitional routers!

2.5.2 Registering a new site

After youdve given your <cl i ent s,yohhave topegigier theunew sitey t o
in Cerebro so it becomes visible to external users.

To do this, please open Tools/Administartor.../Sites

Currentuniverse :  Cinesoft Test +
Universe Projects Users Groups Tags Activities Sites

Sites

MNew...

everest
Icecream_fest

mediaCont_tact

Currentuniverse Cinesoft Test

MName YOUR_SITE_NAME

Cancel

Create a new site and add the name meaning (for information and decoration) IP and DNS-name using
which external users will be able to get connected to your Cargador. Do not forget to indicate the port
through ":" (double point).

Now if you need to download a file, your Cargador will participate in search and further download of files
on to the remote users computer.

2.5.3 Assigning projects on to site

After we have registered the site, external users are now able to download files. If we want the results of
your work (if you are out of the office) to be saved in your catalogue, there is one more step.
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Open Tools/Administartor.../Sites

Choose your site. You will see two columns on the right hand side of the list. In the first one called "Site
upload projects" there is a list of projects the materials related to which will be accepted by your site
from external sources.

When a user that is working with an internal Cargador service (working at home, for e.g.) adds a
message with a file, Cerebro will go through the list of sites, assigned for this exact project and will
send it out on one of them.

The Cerebro client for users, connected to the corporate Cargador, will not be sending out filesto i j u st
anyoneo. We assume that, if necessary, the files
Sirena in auto-download mode).

ATTENTION ! Make sure that there is at least one Upload Site assigned for each project. Otherwise,
none of the materials added by external users will be sent out to any of the Cargador services. So, even
though you will be able to read the text of the message, you will not be able to download/view attached
files. You can view/edit sites of projects in the Tools/Administrator.../Sites menu.

2.5.4 Directory mapping

This option allows you to substitute network paths, the format of which varies in different OS. This option
is vitally necessary for Cargador in the case of a heterogeneous OS environment. But it can be useful not
only for Cargador. For example, users can add links to network resources. Ofcourse, the paths to them
will differ for Mac OS, Linux and Windows. Cerebro, on the other hand, will be able to correct the links,
depending on the OS the user is working in, so that people working on different platforms will get access
to the links.

The directory mapping system works by the following principle: | et 6 s assume that we
resource that is available by the following paths:

windows: \\serverlcatalog
linux: /mnt/catalog
mac0s: /Volumes/catalog

The administrator registers these meanings in the configuration file. Now before opening a file, Cerebro
will look through all the paths that have been specified and if the beginning of the path matches one of
the specified paths, the path will be replaced.

For e.g. a user under Mac Os created a link to a file called /Volumes/catalog/file.foo. another user under
Linux is trying to open this file. Analyzing this path, Cerebro will replace the beginning of the path name
(/Volumes/catalog) to /mnt/catalog, the end result will be the following path name : /mnt/catalog/file.foo,
and the file will be successfully opened.

ATTENTION ! If a mistake in path names for directory mapping occurs, Cerebro will not be able to
recognize and replace the path. The size of letters (small/capital) also matters.

So, |l etds get s o meynapprgsetiingsean bershtén thek kKoerebco executable
module>/etc/viewers.conf . file. It is located in the same folder as the Cerebro client. In Mac OS you
will need to look in the app. folder.
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If Cerebro is installed on to your server, you will definitely be able to change these settings for the whole
company. Otherwise, you will need to change this file on every work station.

To set directory mapping settings, we need the very beginning of the viewers.conf file. Probably it will
look something like this:

<dirMap>
<enable Value="0"/>
<dirs>
<map>
<win Value=" /I/server/projects  "/>
<mac Value=" /volumes/projects ">
<linux Value=" /server/projects />
</map>
</dirs>
</dirMap>

You have to add you network drive settings here. There can be a couple of them.

ATTENTION ! Cerebro will not start the directory mapping process until you activate this option: <enable
Value="1"/>

You have to list all the network drives for all operational systems for which you are going to use the
directory mapping system. For example, Cerebro under Linux needs to know what the network path is for
Mac OS and Windows.

If, when you open a file (for e.g. in Mirada) an error message that looks like this "<file path> is not
found" occurs, try to solve the problem by turning to the troubleshooting section.
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2.6 Fixing bugs (Troubleshooting)

A large number or problems can be solved if you study the messages in the Cerebro log console.

I Cargador Interface

'roC
hrchivist

Progress

- Ar
';ﬁi Up||:|a|2|5.
t.. @ Departs

As a rule, there are two main bug scenarios:

1 Nothing is working. You can not see any thumbnails (crosses instead), files can not be
downloaded (but you can still see the text of the messages and task structure)

1 Mainly, everything is working, but there is a problem with a specific file or a group of files. When
this happens usually the following icon appears:
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26.1The Anothing is workingo scenario
The Cereb ro client can not get connected to the corporate Cargador __service
Diagnosis :

the following icon flashes in the top right hand corner:

If you get connected successfully, the following lines will appear at the beginning of the log.
Connected to Cargador on 127.0.0.1:45430

server : cargador server version 0.0.5 welcomes you. 2 simultaneous export

allowed

If they do not appear, the reasons may be:

1 The wrong Cargador address was entered. Go through the Cerebro client setup section.

1 The connection is being blocked by firewall. Use the fiChecking TCP connection via telnet moduled
to diagnose the problem.

1 This is impossible, because of problems with the network. Please use the fiChecking TCP
connection via telnetmoduled6 t o di agnose the probl em.

The Cerebro client can not ope __n files following the path that was sent out to it by Cargador.

Diagnosis :
Instead of thumbnails Cerebro shows the following:

Meanwhile, the file will be downloaded (i f i t bedna®vnldaded yet)

Hint! Downloaded files are usually displayed in white letters. The names of files that have not been
downloaded yet are red.
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If you right mouse click on the downloaded file and open Mirada:

Add all files to Mirada

File viewers Mirada
Sawve as...

Delete fil

Delete all files

Outlining »

3 6.97 Mb

sc081_fst =moketail_268.mov
sc081_fst moketail_268.mo 09.12.00

, You will see an error message that looks like this: "File not found <path>"
The main problem is that the Cerebro client can not open files by the path returned by Cargador.

Please check the path and file names and notify Mirada about the mistake. Please make sure that the
path name is correct.

If it is not correct there may be several reasons:

1 wrong configuration of net root . file. Even one wrong letter or register can make the whole
path wrong. (fore.g.we have already seen many mistakes

1 wrong direct ory mapping system configuration dir -map . As a rule, in this case the path is
definitely wrong. Please see possible dir-map bugs.

If the path looks right try to follow it using a standard file browser or in an external editor. Check that a
specific user of the OS will be able to reach this path.

Possible problems:
9 user can not open network resource because of authentication problems
9 auser is not authorized to open file/directory

1 mount-point in Linux or Mac OS has "crashed"

2.6.2 Possibledir-map errors

Wrong _configuration __file _has been downloaded

Directory mapping system settings are set in <cerebro executable module>/etc/viewers.conf. file. So this
file is situated in the same folder as the Cerebro client. In Mac OS you will have to open the app-
package.

You can make sure that Cerebro is using the same configuration file that you are editing by making a
noticeable change in one of the fields, and comparing the result to what is supposed to be there.

For e.g., you can change the name of the browser by right mouse click.
<win>
<attachmentViewers>
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m -
<viewer>

<name Value="Mirada must change name in file viewers context men u"/>

Please pay attention that there is a set of parameters for different operational systems (win, linux,
linux64, mac).

Incorrect path names.

Pay attention to the paths that you have written for typing errors and correct size of letters. According to
statistics, this is the most frequent problem with dir-map. There are also frequent errors in the word
fiCargador 0.

<map>
<win Value="  //server/projects  "/>
<mac Value=" /volumes/projects ">

<linux Valu  e="/server/projects "/>
</map>

dir -map _is not activated

The direct mapping system has to be activated in order for it to work

<dirMap>
<enable Value="1"/>

2.6.3 The fil cannot download a specificfile (group of files) scenaria

As a rule, if you are having problems with a specific file, the Cargador Monitor window will allow you to
identify the problem rather quickly.
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Progress

: Send request failed}
end request failed}

In this case we can see that an attempt to download a file from 3 sites ended up with an error. From 2
sites T because of a connection failure or disconnected Cargador. The requested file was not found on
the feveresto site.

The possible reasons of this problem are listed below.

The site that contains the files that you need is not registered in your Universe

Cargador downloads files only from sites that have been registered. From web sites that have been
registered by the Universe administrator, to be exact. Please see site registration section.

We can not download __a file that has been attached to message out of the office

Probably, the file was not uploaded on to any of the corporate sites.

A typical scenario of this problem i a user adds a file that for some reason (for e.g. because it has not
been uploaded yet) does not reach the corporate Cargador site. Users in the office can see the message,
but can not download the file.

In this situation, first of all, it is necessary to make sure that at least one site has been assigned for
upload on this project.
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The Administrator window, tab i Projects:

Current universe :  CinesoftTest
Groups Tags Acti
Preferences... Subscript

with delete projects

testProject

If everything is ok here, a remote user has to upload the file again

of Edit message...
] age
e - Bhagnmmy
¢ file path
Regen thumbs
Regen all files thumbs
Add o Mirada

Add all files to Mirada

Delete all files

Outlining

Unable to connect to sites

9 Internet connection temporarily unavailable
9 Cargador server disconnected
1 Because of firewall
Please turn to the "Checking TCP connection via telnet moduleo section to diagnose the problem.

The file may be deleted from all available sites

This is a rather rare problem but still, if you can not find a file on any of the Cargador services available
to your Universe, this is probably what happened.

2.7 Checking TCP connection via telnet module

The installed telnet module can help you check not only network accessibility, but also the serviceability
(or fAnot serviceabilityo) of firewall, and even, t
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Hint! In Windows Vista/7 the telnet client is not installed by default. To install it, please go to Contro/
Panel\Programs\Get Programs, i n TutniMndols Features On and Offo s e cdlect tha telnet client
check box. The procedure takes less than 3 minutes.

The verification process itself is an attempt to get connected to the necessary TCP host:port.
The command line looks like this
telnet <ip/name> <port> (45430 d dzdd5431)
9 4543071 connection from your local network;
1 4542917 for file export from your local network;
1 4543171 from external network.
If the connection is successfully established,
1 The telnet version under Windows will make the screen go absolutely black;

9 Versions under mac and linux (that are far from cheap special effects), will simply write:
Connected to <HOST>.
Escape character is "\]".

To exit telnet press Ctrl+] (right square bracket). After that write fquito.

In case the connection was not established you need to continue to search for the reason. Possible
reasons:

1 Hostisnotavailable. To check use the fipingd command
1 The port was closed by firewall;

1 The Cargador service was not launched on server.

3 Installing the Sirena service (optional)

Sirena Is needed to automate the file download process. Sirena works under the necessary user (you
may have to create a new account) i’ this program will download all files from messages that are marked
as i nn.grouehave to enter the system under another user, choose the projects (or parts of
projects) and mar k Sehirdanesta task Gullet af the cergextimerny)o  (

Download http://cerebrohg.com/en/download/ (Standalone Cargador & Sirena)

Unpack the archive, maintaining the catalogue structure, then add the necessary values into the
\etc\sirena.xml file:

<cargoServer Value="Computer name w. cargador" />
<syncLogin Value="Login For Sycnhro" />
<syncPassword Value="Password for Sycnhro" />
<syncHours Value="xxx hours" />
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, where syncHours 8 is the maximum age of files (in hours) for download. If the file has already been
downloaded, it will not be downloaded again. Please do not raise this value drastically, it may slow down
the work process.

Try to launch the application manually and make sure that a file called sirena.log.txt. appears next to the
Sirena program file. The file should contain the following logs (if new files that have not been
downloaded yet are found):

2009-07-02 18:45:00.info : ----- | am started! ------
2009-07-02 18:45:03.info : URL /XXXXX/sc_073_Stone_Final/sc_073_010#116632 download
commenced

2009-07-02 18:45:03.info : Finished. In progress 3.31526 secs

If you have launchedthepr ogram successfully, you wil!/| be able t
according to schedule, for e.g., every 15 minutes and execute a command like:

<pathToSirena>/sirena -synchro

Under Windows, please use the Control Panel utilities:

Control Panel / Sheduled Task (Daily + Advanced... Repeat Task -> Every 15 minute Duration -
>24 hours);

E| ) Linux:

It is necessary to use ron.

4 Installing the Cerebro Web Client

To install the Cerebro Web Client on to the clientd:
1 - install and tune a Web-d q d Jwath]php5 support;
1 - maximize Cerebro Web Client files and tune access permissions;

1 - configure the Cerebro Web Client.

4.1 Installing the web-server.

We recommend that you use Apache Http Server as a web server. The server itself is available on the
product page: http://httpd.apache.org/

Installation kit (documentation):
http://httpd.apache.org/docs/

Installation for Unix/Linux operational systems is available from repositories. The server has to be tuned
for content feedback in utf-8 coding.

The PHP interpreter, and installation and setup documentation is available here:

http://php.net/
Recommended version PHP 5.2.x
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In the php.ini configuration file it is necessary to fully disable error message output for browser.

To check the correct functioning and correct setup of the web-server we recommend that you place the
test.php file with the following content in the web-server route directory:

<?php

phpinfo  ();
?>

Further on go to the following address in the browser:

http://example.com/test.php

, Where instead of "example.com" you need to enter your domain where the Cerebro Web Client will be
functioning.

If, as a result, you see a page with information concerning PHP, the web-server was configured correctly.

4.2 Extracting the Cerebro Web Client from archive

To extract the Cerebro Web Client from archive it is necessary to copy files from the Cerebro Web Client
distribution kit into the route directory of your web-server and tune access permissions to files (files
should be accessible in read only mode)

4.3 Configuring the Cerebro Web Client

In the script/config.js file please set the following parameter values:

CEREBRO_URL - URL, b 2 2 5 0 & of ® E b oC&rabgobNeb Client;
CARGADOR_URL - URL Cargador.

URL has to be specified without the finishing slash marks.
Please specify the following parameter values in lib/config.php file:

DB_HOST i database server address

DB _PORT i database server port

DB_NAME i name of database

DB_SERVICE_LOGIN i proxy user login under which the database is accessed
DB_SERVICE_PASSWORD i proxy users password
DB_PASSRECOVERY_LOGIN 1 user login to restore password
DB_PASSRECOVERY_PASSWORD i user password to restore password
ADMIN_EMAIL 7 administrators e-mail

4.4 Cerebro Web Client specifications and restrictions

For the Cerebro Web Client to work properly, the browser has to have activated javascript and cookies
support.

23| Page



m -

During the working process the Cerebro Web Client uses HTML5 elements, Web Storage, to be exact.
Information, concerning HTML5 browser support is available here:
http://en.wikipedia.org/wiki/Comparison_of_layout_engines (HTML_5)

Web Storage is used for storage of user interface settings. If Web Storage support is not available in the
browser, interface settings are saved to cookies.

We recommend the following browsers for work with the Cerebro Web Client:

f
f
f
f
f

Google Chrome version 4. and higher;
Apple Safari version 4.€ and higher;
Mozilla Firefox version 3.5 and higher;
Opera version 10.50 and higher;

Internet Explorer version 8.0 and higher.

We do not guarantee proper work of the Cerebro Web Client if you use other browsers or earlier versions
of the browsers listed above (which, on the other hand, does not mean that the Cerebro Web Client will
definitely work incorrectly in these cases).
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